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AGENDA:



Q4 Security Updates
• First reported Ransomware related death

• Continued FBI Warning: Imminent Ransomware Threat for 

Healthcare

• Scripps, Aprima Hosting, Others… 

• Phishing and Financial PII Risks

• Payroll and Supporting Systems

• Healthcare System Interruption

• Supply Chain Attack Preparedness

• Solarwinds



FBI Warning: Ransomware

• Threat: Conti Ransomware w/ Emotet

• Attack Vector: Phishing, RDP Creds, Infected Word 

Documents and files. 1-4 weeks of access prior to 

payload.

• Ransom: $2 million+ 

• Mitigation: Patching, Training and Awareness, MFA, 

Endpoint Detection and Response, DNS Blocking 

and Network Segmentation, EDR, and DR/Business 

Continuity. 

(sneaky tip…in testing) 



Phishing , HR, and Financial Attacks

• Threat: Fake job interview from Healthcare organizations. 

Payroll links to employees. 

• Attack Vector: Email Phishing leading to password breach. 

Password breach.

• Impact: Brand + PII Theft by Employee or candidates.

• Mitigation: Inspect email details. Email address, name of 

sender  via Linkedin, Upfront application fees, etc.



Example: Phishing



Planning: Healthcare System Interuption 

• Threat: Dependent Healthcare systems. Hospitals and 

Referring Providers. Ransomware and Others.

• Risk: Partners in your Healthcare ecosystem get attacked 

resulting in lack of diagnostics, referrals, overall workflow.

• Mitigation: Workflow assessment, Critical links, Business 

Continuity planning. What would break?



Supply Chain and Vendor Attacks

• Threat: Technology tools get breached and 

downloaded to your network through updates or 

patches.

• Attack Vector: ”Trusted” software that is 

embedded with malicious code or intent.

• Mitigation: “No trust” approach, Turn off Auto-

updates, EDR, SOC, and SEIM.



Quick Q & A Check…

• We covered a lot there…

• Any questions?



2021 Security Breach #1
• Wire Transfer Fraud: Email phishing attack 

leading to impersonation attack on Finance 

team. 

• Attack Vector: Email Phishing leading to 

password breach. Ongoing vendor and invoice 

fraud leading to ACH payments to false vendors, 

approved by internal staff.

• Losses: $1 mil.+ 



Mitigation: Policy and People

• Training and Awareness: Build Awareness

⚬ Identify the originating email address.

⚬ Scrutinize the request itself.

⚬ Confirm the request with supervisors.

⚬ Limit who has access to transfer funds.

• Implement a process to verify transaction approval 

• Avoid Executive Email Autoresponders



Mitigation: Security and Technology

• MFA – Multi-Factor Authentication: Use second factor text 

authentication to validate you are the valid user. Protects in the event a 

login is detected in another state or Country.

• Geo Filtering: Block access to your network outside of your Geo 

location. Why does Russia need access to your network? Maybe you 

do…

• DR + Business Continuity: Daily snapshots with offsite backups that 

are segmented from your core network.

• Network Segmentation: Limit traffic external to internal and internal to 

internal.

• EDR + SOC: 24/7 Real time monitoring. Think ADT for data…



2021 Security Breach #2
• Ransomware Attack: Internal employee divulges password 

to an attacker. Attackers breach internal network on all 

locations over 3-5 weeks with no impact. In one activation, 

all sites are infected and all data both offsite and hosted is 

locked down and encrypted.



2021 Security Breach #2
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locked down and encrypted.



2021 Security Breach #2 cont…

• Attack Vectors: Email, Infected Files, and Network 

Controls. Lack of Patching.

• Impact: $1 mil. paid by insurance. No Ransom paid.

• Why no Ransom?: Immediately locked down networks. 

Restored all servers to prior day. Kept networks locked 

down while all networks, workstations, and servers were 

cleaned thoroughly. 45 staff working 24/7.



Mitigation: Policy and People

• Backup Procedures

• Security Incident Response: Roles & Tracking

• Training and Awareness: Build Paranoia 

⚬ Unverified links

⚬ Untrusted email attachments

⚬ Downloads from untrusted sites

⚬ Unfamiliar USBs 



Mitigation: Security and Technology

• Early Detection: Alerting and Monitoring – SEIM
• Backups: Offsite and On-Prem. Imaging of Servers and 

Critical Data.
• Incident Response: Plan was in place to sever connection for 

recovery of EMR. EMR was up and running in 3 hours while 
onsite recovery commenced. 

• Business Continuity: Plan was in place and access was in 
place to take calls for re-scheduling and access to data for 
patient notification and re-direction.

• Read Only EMR: Saved the day.



If you ever see this…

• Contact your IT Security 
provider.

• Contact your Cyberliability 
Insurance Provider.

• Contact the FBI.
• Start your Business Continuity 

and Recovery process.



Don’t ever do this…

• Never start negotiations 
without FBI, Security Expert, 
or Insurance assistance.

• Divulge additional information 
or terms.

• Start any process without a 
lead incident manager and 
documenting EVERYTHING.

What’s wrong here!?



Q & A + Open Conversation

• General Questions?

• Real World Scenario Questions?

• Resources or follow-up. Please Matt.



Thank You!
We are here to help.
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